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T
he rise in contamination of the content of information and abnormalities in the 

production, distribution and consumption of information pose challenges to the 

worlds of academics, practitioners, policymakers and the entire community of 

media consumers. For time immemorial, information has never been free from 

different forms and tactics of manipulation by individuals and states, yet the current 

trend is beyond human expectation due to the influence of new information 

technologies.

The alarming issues about information disorder are the novel abnormalities and their 

effects on the entirety of the human endeavour most notably in recent elections, 

climate change and COVID-19 (Cook, et al., 2017, Manalu, Pradekso & Setyabudi,  

2018).

People live in the era of infodemic and post-truth courtesy of what Brennen, (2020) 

called technology affordance that eases deformation. As Horowitz (2018) observed, 

the value of trust and facts has been compromised in  public debates. The level of trust 

human society enjoys is in decline; as distrust between citizens and government, 

experts and on-experts, media and audience keeps rising.

Among these concepts, misinformation and fake news were the most used concepts 

based on the Google Search I conducted on 17th Nov. 2021. Misinformation was 

mentioned with the exact phrase in any part of publication about 238,000 and 

The quest for understanding this phenomenon and ways for addressing the effects 

have attracted the attention of academia and administrative fora. The novel 

abnormalities transcend the research philosophy of a single discipline, making it an 

interdisciplinary field. However, Udupa et al., (2020) observed that as a nascent field of 

interdisciplinary inquiry, information disorder studies have yet to find a coherent 

framework for theory, definitions, and methods.

Going through the information disorder literature depicts a clear picture of conceptual 

dilemma. Scholars use different labels for different aspects of information disorder: 

Fetzer, (2004) false information, Lukasik, Cohn, and  Bontcheva, (2015) rumours, 

Chakraborty, (2017) clickbaits, Korta, (2018) conspiracy theories, Glenski, Weninger, 

and Volkova, (2018)  deceptive news, Ilahi, (2019) hoax news, Zhou, et al., (2019) fake 

news,  Jerit, and  Zhao, (2020) misinformation, Broniatowski, et al., (2020), propaganda, 

Tolosana (2020) deepfakes Chang, Lewandowsky, (2021) disinformation, and 

Mukherjee, & Coppel, (2021) questionable content.
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mentioned in the titles 6,380. Fake news was mentioned with the exact phrase in any 

part of related publications about 123,000 and mentioned in the titles 13,400.

Wardle and Derekhshan's study sets a new trend by giving an inclusive concept 

"information disorder" that explains the whole ecosystem of polluted information. The 

work also proposed taxonomies of the information disorder’s elements and  tactics 

used by  agents of information disorder.

One of the most widely cited works on conceptual definitions and taxonomies of the 

information disorder is written by Claire Wardle and Hossein Derakhshan title, 

Information Disorder: Toward an interdisciplinary framework for research and 

policymaking and other works by Claire Wardle alone.

Therefore, guided by critical research inquiry, this paper identified some gaps in the 

definitions, taxonomies, and elements given by Wardle and Derekhshan. The paper 

gathered information from  previous studies and interrogate them with the aim of 

setting research agenda that would lead to the development of a common 

epistemological ground that will provide common concepts, definitions, taxonomies, 

methods, models, and theories for the study of information disorder.

Scholars now discourage the use of fake news. That may be one of the reasons for the 

decline in the use of the concept; in 2019 for instance, about 2,700 articles published on 

Goggle Scholar used fake news in their titles but the number dropped to 1,860 as of 

Nov. 2021, while  the use of misinformation in  titles rises from 514 in 2019 to 1,150 as 

in Nov. 2021.

To avoid fragmentation and grasp the complexity of the information disorder problem, 

we need to agree on a common vocabulary and typologies. When trying to tackle a 

multidimensional problem we need to be able to clearly define it (Christopoulou, 

2018).

Fake news is more recognised in the titles of publications compared with 

misinformation. However, fake news has been identified as a problematic concept 

weaponised by politicians and other actors to attack truth and the media profession. A 

similar incidence happened to the concept of propaganda especially during the World 

wars (Romarheim, 2005).
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Wardle tried to explain information disorder; however, they did not give a 

comprehensive conceptual definition of the concept. Therefore, this paper defines 

information disorder as the rise in the novel abnormalities that imperil the accuracy 

and safety of the intent and the processes of information production, distribution, and 

consumption.

The novel abnormalities, such as an overabundance of information, technological 

affordance, ease the fabrication and manipulation of information and complicate 

information consumption. They are novel in the sense that the world has never 

experienced this before and they keep changing like chameleons. For instance, new 

technologies allow creating deepfakes videos that give a realistic video of any person 

saying or doing anything which automated technologies such as bots amplify beyond 

human capacity (Damasceno, 2021). These abnormalities make information unhealthy 

for  information seekers as they can be easily deceived, misled or misrepresented, 

thereby causing economic, psychological and or physical damages.

A related concept that shares similar conceptual work with information disorder is 

information pollution. Information pollution was first used by Paek-Jae-Cho in 2002 

during his speech at a 14th biennial conference of the International 

Telecommunications Society (ITS). Information pollution as Pandita (2014) put it "is 

broadly referred as an outcome of the information revolution, wherein people are 

supplied with contaminated information, which is of less importance, irrelevant, 

unreliable and unauthentic, which lacks exactness and precision, which always has an 

adverse effect on society at large".

T
he concept of information disorder was coined by Wardle and Derekhshan in 

2017. The aim was to provide an inclusive concept about the new phenomenon 

that disrupts the quality and safety of information. The concept is getting 

acceptance among scholars, about 3,282 publications on Goggle Scholar used the 

concept in the papers while about 128 used it in the titles of papers.  Moreover, 

research institutions such as Khazanah Research Institute, BBC Media Action, 

Journalism and Media Study Centre accepted the concepts, and interestingly, Aspen 

Digital Institute established a commission named Information Disorder Commission.

THE CONCEPT OF 
INFORMATION DISORDER
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At the core of all searches for a common language in the information disorder 

ecosystem is in respect of taxonomies (Christopoulou, 2018). Wardle and Derakhshan 

proposed three types of information disorder; disinformation, misinformation and 

malinformation based on falseness and harmful intent dimensions. Many works on 

information disorder especially the recent ones adopt this classification.

However, scholars like Wai-Son, and Abdulrashid, (2021) argued that labelling content 

as harmful can be problematic as it may require authorial interpretation of the 

encoder. Furthermore, Cooke (cited in Turcilo & Obrenovic, 2020) argued that "the 

concepts of misinformation and disinformation (mis/dis) can be thought of as two 

sides of the same coin.”

Types of Information Disorder

However, this paper raises two major arguments about this classification. The first 

issue is about the disagreement between the definitions of the classification and the 7 

forms of mis/disinformation while the second is about a missing category I have called 

diluted information, shortened as ‘Dil-information.’

I developed a line graph to depict the classification concerning the dimensions of 

falseness and harmfulness. In this diagram, the harmful intent and being harmful are 

separated. Misinformation is free of harmful intent yet it can be harmful.  Moreover, 

the harmful presented as a metre to depict its range as low and high. Additionally, to 

understand how false and true information are mixed, the line graph used the truth 

dimension.

This issue is evident in the practical world of fact-checking. In fact-checking journalism, 

terms like mostly true; half true; mostly false  are developed to classify claims that are 

diluted in nature. For practical purposes, the false dimension will be better, if limited to 

the falseness of the content of the information, hence re-consideration of definitions 

of the 3 types.

The first and the second issue emanated from the absence of the scope of the 

dimensions' definition. It was not clear if the dimension of falseness is about the 

content, context or process. For instance, while classifying the forms of disinformation, 

Wardle and Derekshan placed false context, manipulated content, imposter content as 

the forms of disinformation. It is confusing to define disinformation as false 

information and pushing false context and manipulated content. Both manipulated 

and false contexts are genuine information altered or misused to achieve a certain 

motive. Starbird, (2019) averred that one of the misconceptions about the information 

disorder is to consider it as a true or false phenomenon that can be resolved by tagging 

the labels against claims.
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Disinformation and misinformation are purely false and harmful content but differ in 

the intent, the intent of the former is to harm while the latter’s intent is not to harm. 

From the right side is malinformation which is true but contaminated with harmful 

intent. At the centre of the line graph is dil-information which shares some element of 

both dimensions.

Disinformation

Disinformation is fabricated information shared to cause physical and or psychological 

harm. Every government disinforms its citizens and enemies/rivals on certain issues 

for the sake of national interest or partisan politics (Wardle, 2018).

Misinformation

Wardle, (2018) defined disinformation as false information that is deliberately created 

or disseminated with the express purpose to cause harm. Producers of disinformation 

typically have political, financial, psychological, or social motivations.

Misinformation is false information shared without the intention of causing any harm. 

The distributor of such messages is not aware of the inaccuracy of the information  Or 

the person sharing misinformation content (Wardle, 2018).
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Conspiracy theories attempt to explain the ultimate causes of significant social and 

political events and circumstances with claims of secret plots by two or more powerful 

actors (Douglas, et al., 2019). Rumour is unconfirmed information largely shared in the 

absence or scarcity of genuine information from the relevant body involved in the 

incidence. The common bond between conspiracy theories and rumour is that they are 

Some of the concepts used by scholars as presented in the introduction such as 

propaganda, rumours and conspiracy theories are  used to explain the new realities. 

The central question is do we need these concepts? Are the new types of information 

disorder inclusive enough to replace the old concepts?

To resolve this conceptual dilemma, understanding the area of convergence and 

divergence among the concepts is a must. Propaganda can be true, false or distorted 

information spread to influence the audience's opinion or behaviour ( Jowett & 

ODonnell 2012, Wardle 2018) aiming to serve concealed goals (Egelhofer  & Lecheler, 

2019) which are not always negative as generally perceived (Romarheim 2005) and  is 

largely employed by political institutions (Guthrie, 2014).

Old Concepts

Dil-information

Dil-information is genuine information diluted with false information, misinterpreted 

or misrepresented with or without intent to harm. Information that is doubtful, 

unconfirmed, such as rumours and conspiracy theories built on certain facts form part 

of dil-information. Fact-checking organisations such as Dubawa and Politifact use 

terms like Mostly true; Half true; Mostly false; misleading, to classify claims of this 

nature.

The danger of dil-information is that its genuine aspect weakens facts along the 

trajectory of circulation. The dilution can be intentional or accidental. The intentional 

dil-information happens when facts are deliberately mixed or interpreted in a negative 

way to favour a particular view. The unintentional dil-information happens as a result 

of errors that arise while compiling information. One thing about this type of 

information disorder is that it may be difficult to convince people with fact-checks 

because the perpetrators misinterpreted the content and form a strong and 

convincing argument that can easily lure their target audience.

Malinformation

Malinformation is accurate information shared to cause physical and or psychological 

harm. Such information can be about individual privacy or top-secret information of 

organisations that are not of public concern. Examples include hate speech, 

harassment and some leaks and stereotypes (Wardle, 2018).
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It could be deduced that propaganda shared the dimensions of falseness and harmful 

intent found in disinformation and dimensions of true and harmful intent found in 

malinformation. While conspiracy theories and rumours share the dimension of 

falseness based on the available information, yet there is a possibility of turning out to 

be true. They often don't share the dimension of harmful intent, hence relating more 

with misinformation.

not supported by the best available evidence (Flynn et al. cited in Egelhofer & Lecheler, 

2019) and are mostly developed to make sense of ambiguous situations and change as 

new information evolves (Wood, 2018). Yet they differ in their triggers, as rumour is 

largely a product of information under-load and ignorance  while conspiracy theories 

are politically motivated with the backing of "alternative facts" as Byford (cited in Wood, 

2008) observed that conspiracy texts often overuse citations, allegedly as a way of 

seeming more respectable, academic, or well-grounded." For example, unconfirmed 

COVID-19 cures shared are the product of information underload about the cure from 

the scientific world while relating it to China's bioweapon or 5G technologies is 

conspiracy theories (Biddlestone, Green, and Douglas,2020). Both may turn out to be 

true or false and can be used as propaganda tools.
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ELEMENTS OF 
INFORMATION DISORDER

SAMCAV Model proposed to depict the relationship among the elements and proposes 

research agenda that would widen the horizon of research in this area. Conventional 

communication models such as Harold Lasswell depicts communication as Who says 

What to Whom with what Effect. However, as abnormal as it is, the information 

disorder model can be depicted as Who says What with what Intent through Who and 

What channel to Whom with what Effect.

The source is the originator or sponsor and the main beneficiary of the action. The 

agent is a paid or a volunteered person, institution or machine with  technical know-

how about fabrication, alteration and distribution of the disordered information. The 

message is polluted either by lies, errors or harmful intent, making it unsafe for 

consumption. The channels are the distribution platforms. The target audience are the 

people whom the message is set to influence to take action against the target victims 

while the target victim is the person or institution which directly experience political, 

financial or psycho-social damages caused by the harmful information.

Another important discourse regarding information disorder is the key elements that 

play role in the information disorder process. Wardle (2017) identifies three elements; 

the agent, messages and interpreters. Looking at the issue from a communication 

perspective, the above elements are not inclusive. It  is not  complete to talk about 

sharing information without talking about the role of the platform, such as media 

especially the social media that gives the issue a new face. Given this, this paper 

proposed SAMCAV Model that six elements of information disorder as the source, 

agent, message, channel, target audience and target victim.
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 provoking

The structure of the source of information disorder can be categorised into three: top-

down, bottom-up, horizontal. The top-down sources are politicians, prominent 

personalities, celebrities, corporate bodies, and group leaders such as religious and 

ethnic  leaders. The bottom-up sources are common people and small social groups 

such as anti-policy or pro-policy groups. The horizontal sources work within their 

cycles., knowing the structure is very important because each category has its motive, 

tactics and influence it exerts in society.

The source is the originator or sponsor and the main beneficiary of the action. The 

source of information disorder is different from the source in conventional 

communication models. Here, the source especially corporate sources largely try to 

work under the cover of sponsored or loyalist agents who have the technical know-how 

of content fabrication, alteration, and distribution. Literature reviewed on the source of 

information disorder reveals the following issues that can serve as research agenda by 

means of replication or new research: 

 Structure: Top-down, bottom-up, horizontal, state or non-state actors

 Intent: with or without intent to harm

 Motive: ideological, financial or psycho-social capable of entertaining or 

The Source

 Goal:  hatred, distrust, distraction, conflict, deception.

Truth and Harm Meter
Low High

SAMCAV Model

Source

Agent

False and 
Harmful
Message Channel

Target 
Audience

Intent 
Effect 

Reproduction

True

Target 
Victim
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Search for financial gain is another motive of information disorder where the source 

primarily creates disordered information to lure readers to visit their sites known as 

clickbait. The motive deems that paying  such groups made substantial profits ranging 

from US$10,000 to US$30,000 per month during the peak of their activities (Sydell, 

cited in  Damasceno, 2021).   Psycho-social factors such as humour, care, social-

responsibility, the sense of belonging,  attention-seeking and a lot more were found to 

be motives. More studies are needed to interrogate the sources of information 

disorder and their relationship with agents, especially their types, tactics, motives, and 

consequences of their action to the society and professionalism.

The end goal of the source regardless of the motive can be to deceive or cause hatred, 

distrust or  distraction and conflict.

The source's knowledge about the falsity of the information shared is very important in 

the analyses. Does the source understand the subject matter and know its accuracy? A 

source sharing disinformation knows the state of falseness state of the content while 

the source of misinformation is unaware of this. This is related to the intent of sharing 

the content; the former shares the inaccurate information deliberately to cause harm 

while the latter shares with harmless intent to unsaddle professional or social 

responsibility.

The motive of the source is a key factor to understanding the source. The motives are 

many as established by numerous studies, but they can be subsumed underpolitical, 

economic and psycho-social realms. The corridor of politics for time immemorial is 

known to be an incubation centre of propaganda. Recently, the rise in information 

disorder is related to the US 2016 election (Manalu, Pradekso, & Setyabudi, 2018) and 

Brexit campaign. For instance, during the Brexit campaign, Nigel Farage, one of the 

advocates, claimed that the UK pays £350m weekly to finance the European Union. 

After the referendum went in their favour, Farage, admitted that he lied (Turcilo & 

Obrenovic, 2020).

The top-down source structure tends to be official, formal and sophisticated in terms 

of strategy, finance and technology involved. The top-down sources may have the 

capacity to engage professional agents that can create high-quality content and 

distribute it through various channels including conventional media.  The sources can 

be state actors as many reports indicted the Russian government for playing role in 

amplifying disinformation during the 2016 U.S election.  

Brennen, et al.  (2020) found out that the top-down sources attract more circulation 

even though the bottom-up form the major sources of claims in their study. Moreover, 

the messages of the top-down are largely persuasive to get citizens' acceptance while 

the bottom-up largely critics government position.
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The agent of information disorder is a paid or a volunteered person, institution, or 

machine with the technical know-how about fabrication, alteration, and distribution of 

the disordered information.  The following points can be used to serve as research 

agenda based on the literature reviewed:

 experts/pundits/activists) unprofessional.

 Motive: financial, ideological, and psycho-social

The Agent

 Technology: sophisticated, unsophisticated

 Professionalism: professionals (PR/Journalists/IT professional, pseudo-

 Role: fabrication, sharing, bullying and reproduction

 Type: human (trolls), machines (Bots)

In conventional information flow, the nature of the message is unknown but in 

information disorder, the content is harmful and largely false. The whole concern 

about information disorder is about the message and its negative effect in the society. 

The following points can help in the analysis of the message:

The Message

The motive of this can be financial gain and as Nicholas (2020) found out, political 

partisanship plays role in the production,  distribution and belief in disinformation on 

the COVID-19 pandemic. More needs to be researched about the motive of the agent, 

the role and the tactics they use. 

Further, the professionalism of the agent may determine the quality of the message, 

tactics and the possible impact. Professionals such as public relations consultants, 

lobbyists, journalists, digital media experts, pundits, and activists can be agents of the 

production and distribution of disordered information. Most of the studies do not 

consider the possible role and the effect of engaging professionals as agents of 

information disorder. Some of the information we consider as true may be fabricated 

in such professional labs which due to their qualities and the strategies involved  

become  unnoticeable   in society. 

The agent can be humans known as trolls or 50 cents (as in China) or machines such as 

machine learning (ML), the internet of things (IoT), artificial intelligence (AI),  Smart 

cities, and quantum computing. Trolls strategically act as opinion leaders and largely 

pretend to be extremists in both left-wing and right-wing camps and send out 

messages ranging from exaggerations to complete fictions (Klimburg, 2018).
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 Veracity: false, true, substantially false, or substantially true,

 (document, journal articles, short messages, essays, notice)

 Tactics of presentation: satire/parody, impostor, false connection, false context.

 Appeal: moral, emotional, fear, rational, sexual

 Style: journalistic styles (news, opinions, advertorials), non-journalistic 

 Format: video, image, infographic, audio, textual,

 Effect:  mislead, disrupt, deceive

 Legal: legally or illegal (defamation, slander, sedition)

 Tools: low or high IT tools, poor or quality content

The first concern about the message is the conformity of the message to truth or fact. 

The message can be purely false or true and can be substantially false or true. The style 

used for the content production matters; journalistic and non-journalistic style. The 

journalistic style content can be news, opinions, audio-visual clips, and advertorials 

while non-journalistic style can be in journal articles, short messages, books, and other 

document formats. The style employed by the source and agents may determine the 

impact it may have. For instance, news is built on facts while opinion is about 

perception. It may be easier to detect and debunk news compared to opinion. 

Moreover, some agents may choose to cook research findings and publish them as 

scientific research to give the issue academic authority. For instance, it was alleged that 

private companies have for long supported researches and pseudo-experts that 

undermine the scientific fact about the harms of smoking  and currently  about global 

warming (Lewandowsky et al, 2020).

Tactics employed to attract audience attention and their effect is very paramount to 

comprehending the message. Source and agent in their attempt to achieve optimum 

circulation and public trust can impersonate reputable personalities and organisations 

or assume false titles such as expertise or leadership. Some may resort to satire and 

parody tactics by inserting humour while communicating doubtful messages. More 

questions need to be asked about such tactics and their effects.

Moreover, another important element is the format of  the message; video, image, 

memes, cartoon, infographic, audio, and textual.  Knowing the format of the 

information that is dominant within the information disorder cycle can help 

researchers, policymakers, and other actors to know the best solution to the problem. 

Wardle and Derakhshan (2017) observed that much focus has been directed to textual 
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Many studies have found the effect of information disorder on voter decision, health 

behaviour and belief, confidence on truth and authority among many issues (Berlinski, 

et al., 2020 Vegetti, & Mancosu, 2020).

The appeal employed in producing disordered information is an issue that needs 

rigorous studies. Vosoughi et al. (cited in Baptista, & Gradim, 2020) observed that 

disordered information is mostly made up of sensational and controversial headlines, 

and their emotional language can contribute to being widely disseminated. Several 

appeals such as moral, emotional, fear, rational, sexual among the many can be 

employed in producing disordered information. Scientific studies can explore more in 

this area.

The legal status of the message can be based on the content, sourcing process, format, 

and intent. A case of journalists that unknowingly shared contents that defame the 

character of another person may be different from the person that intentionally 

fabricated and shared such content. Content like malinformation may attract legal 

attention where the process of sourcing it violates the privacy of the person involved 

especially if there is no backing of public interest. Studying the information disorder 

within the purview of communication law is direly needed for policymaking and laws.

format while the visual format is far more persuasive, dangerous, and complex for 

detection and fact-checking.

Related to this is the quality of the tools involved in the production of the message. It is 

more likely that disordered information produced by professional journalists or public 

relations would go undetected than one produced by nonprofessionals. Similarly, 

some disordered information especially video and images are produced by 

sophisticated technology which only a few countries have the technological power of 

detecting the falseness of such content. The sophisticated content is classified as deep 

fakes while Brennen, et al.  (2020) called the unsophisticated plain fakes.

The platforms through which the information is communicated are varied with 

different features and effects. These points and more can be considered for the 

analysis of channels of information disorder:

 Type: conventional/new media/face-to-face

The Channel

 Reliability: more reliable, less reliable

 Usage: high usage and low usage

 Reach: high and low range
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 Niche: leftists, rightists, young, elderly, educated, less educated clients

 Media exposure and literacy: social media, conventional media, low/high media 

 Attitude: believe/disbelieve/confuse

 literacy

 Role: primary source or secondary

 Effect: high or low effect

Mainstream media is largely considered a victim of information disorder and little 

attention has been paid to the role it plays in amplifying disordered information. Tsfati 

et al., (2020, p. 157) observed that most people hear about fake news stories not from 

fake news websites but through their coverage in mainstream news outlets.

Moreover, discussion about the channels of information disorder is largely centred on 

new media and conventional media in some contexts. Face to face channels and other 

informal settings form part of the platforms for circulating harmful content. In 

developing countries where factors such as literacy level and internet accessibility 

hamper the effective usage of new media, face to face medium plays a vital role in the 

dissemination of disordered information. Scientific monitoring of face to face medium 

is difficult however, it requires the attention of scientific research.

“Listen to me, that person is bad or good”. In this statement, three parties are involved, 

the source/agent, the person speaking to and the person  being speaken about. The 

second person is the target audience while the third person is the target victim. These 

two are distinct, hence the need for morec research attention. 

The new information technologies strengthen the whole process of manipulating 

information that has been in human society for bygone days (Torenne, 2020). Social 

media channel has been identified as the most active channel for information disorder 

that promotes disordered information and disrupts people’s belief in the truth 

(Christopoulou 2018, Pennycook, et al., 2018, Etika, 2019, Garrett, 2019, Ferreira, & 

Borges, 2020, Hilary, & Dumebi, 2021). digital technologies have gone from being 

regarded as a beacon for freedom and change to becoming a threat to democracy, 

enabling increasing polarization, rising authoritarianism, and meddling with national 

elections (Flore, et al., 2019).

 Type: consumer or interpreter

The Target Audience
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 Participation: active misinformed, active informed, inactive misinformed and 

Agents can exploit the two-step flow to use sources of public opinion such as 

journalists, policymakers, citizen journalists, celebrities by using strategic deception 

tactics to amplify their message (Klimburg, 2018). The sources of public opinion 

unknowingly take the role of spreading and reproducing the disordered information 

and this is where misinformation arises. Starbird, (2019) called this category an 

"unwitting agent" who unknowingly play an effective role. Wardle and Derekshan 

(2017, p. 13) observed that "getting the mainstream media to amplify rumour and 

disinformation as the ultimate goal of those who seek to manipulate. Without 

amplification, dis-information goes nowhere".

Only few studies directed their attention to the role of conventional media in 

amplifying disordered information (Tsfati, et al. 2020). Conventional media were 

deceived to cover the Hillary Clinton email leaks until when it was discovered that it was 

a Russian Hackers act that stage-managed the issue to cause harm (Wardle and Derek, 

2017).

 Effect:  hatred, distrust, conflict, distraction financial damage, polarisation

 Action: share to support, seek knowledge, fact-check or ignore.

 Motive for sharing: Care, breaking news syndrome, attention-seeking

The source can target a niche market of leftists, rightists, young, elderly, educated, less 

educated, clients, religious or ethnic groups where the probability of rejection is very 

low regardless of the efforts of fact-checkers (Tsfati, et al. 2020).

The attitude of disordered information consumers attracts the attention of 

researchers and policymakers. Do people believe in disordered information? Do 

people consider disordered information as a threat to their social well-being?  Why do 

they believe or why they not believe? After a long review of literature on this issue, 

Baptista and Gradim (2020) found out five major factors that influence belief in 

disordered information; 1. lower education or digital literacy 2. partisanship or 

political-ideological belief, 3. distrust in the media, 4. lower cognitive ability 5. 

testimony/proximity of the relationship.

The source of the information disorder and their agents strategically directed their 

message to the people they want to influence opinion, behaviour, attitude or action. 

The intended change in the opinion, behaviour, attitude or action taken by the target 

audience is the main goal of the source. The target audience can be reached directly or 

through two-step flow tactics (interpreters).

 inactive informed
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The audience participation in the public discourse matters. As Flore et al. (2019) 

observed that people participating in public debates can be categorised into four; 

active misinformed, active informed, inactive misinformed and inactive informed. The 

active misinformed people participate without the knowledge or based on inaccurate 

information while some people have the knowledge and participate actively. Some 

have the knowledge but remain silent due to some reasons, such as cyberbullying 

while some remain inactive because they don't have any knowledge or they are 

satisfied with their belief or opinion built on inaccurate information.

The types of media used by the target audience, the level of usage, the level of media 

literacy, general education level, economic and social status have been considered as 

areas of inquiry. For instance, Madrid-morales et al., (2021, p.1213) found out that 

younger people that demonstrate media literacy have a lower tendency to share fake 

news.

Labelling the third party as the target victim does not mean the target audience is not a 

victim. The message may engender hatred, distrust, conflict, distraction financial 

damage, polarisation of the society. Many studies have established a relationship 

between information disorder and public distrust of institutions (government, private, 

media, education) and the general society by causing disinfodemic that strengthen the 

post-truth era. That is what Chang, et al. (2021) called collective victimization of 

information disorder.

What role does the target audience play in the reproduction and amplification of 

disordered information? Why do they share such information? Some studies have 

found out care, breaking news syndrome, attention-seeking, social approval, content 

with emotional impact, party and ideological beliefs ((Duffffy et al.; Harber & Cohen,  

Marwick; Uscinski et al. Cited in Baptista & Gradim, 2020).

The expected action after exposure is sharing to debunk or to support or ignore the 

content. Sharing disordered information with debunking purposes is the action taken 

by corporate and individual bodies. This is where the fact-checking journalism genre 

emerged. Does fact-checking help in solving the problem? Is it the best way to handle 

the problem? Are there any alternative solutions? Scholars have interrogated a lot in 

this area and there are many contending issues. Whereas scholars like Ecker’s  et al., 

(2020) found the positive impact of fact-checking,  Lewandowsky et al (2020) raise the 

issue of "continued influence effect" and "elusive backfire effects" and Tsfati, et al. 

(2020) found facts-checking as a way of amplification especially through conventional 

media.  Instead of focusing on fact-checking alone, Wardle and Derekshan (2017) 

proposed source-checking to trace the original source of the information. Additionally, 

media and technology literacy is suggested by many as a proactive measure and the 

usage of automatic machines to detect disordered information (Guchte, et al., 2020).
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It is good to understand the nature of the dominant primary victims of the disordered 

information; government, private, groups or individual. If the dominant victims are the 

policymakers of a country, the possibility of developing policy may be high compared 

with a minority group as a victim. The category is also a very important area of research 

that can help in understanding this phenomenon. For instance, Howard et al. (2021, 

p.5) observed that disordered information can have negative impacts on children even 

if they are not exposed directly, their parents and educators are exposed. However, 

"there is insufficient data available to researchers and policymakers to get a clear and 

comprehensive picture of how susceptible children are to mis/ disinformation and how 

it affects their development, well-being and rights". Gender, sexual orientation, 

religion, race and many other factors can make people become more vulnerable to 

information disorder

The target victims are those who are being discredited by the disordered information 

shared (Wardle & Derekshan, 2017). The essence of treating the target victim as an 

independent element is to examine it more critically through micro and macro 

research lens. Let consider an incidence of an audio clip shared in India that claimed 

that a vendor with a certain religious background was spreading COVID-19. The victim 

of such disinformation starts from the individual vendor, all vendors from his religion, 

general vendors, all members of his religion (as a religious agenda for harming other 

religions), members of the other religion, the innocent citizens and non-citizen 

residence of India (when crisis occur), the list keeps going (Chang, et al. 2021).

 Category: men, women, young, adult, children, sexual orientation

 Effect: hatred, distrust, financial damage, distraction

 Damage: financial/ reputational/psychological/physical

"He is our enemy" the party "He" is the primary victim of the disordered information. 

When Russian hackers and their sponsor malinformed the public about Hillary Clinton, 

the primary target victim was the reputation of Hillary and her Democratic Party.

 Action: debunk/petition/policymaking

 Type: government, private, minority/majority groups or individual

The Target Victims
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 To combat the menace of information disorder, a deeper and critical understanding of 

the information disorder ecosystem is necessary. This work contributes to this quest 

by expanding knowledge on the types and the elements of information disorder. The 

work uncoverss  the concept of ‘dil-information’,  as the fourth type of information 

disorder. Dil-information exists in practical terms but it has never been considered as 

an independent typology separate from disinformation, misinformation, and 

malinformatio. Therefore, this study’s identification of dil-information  will pave way 

for more researches on possible  solutions that would unearth more on the nature, 

scope, complexity, and the toxicity of dil-information. 

The second discovery of this work is the SAMCAV Model which describes and links six 

elements of information disorder. The SAMCAV Model is the model that looks at the 

information disorder from communication perspective. The model will contribute to 

understanding of the flow of information disorder and the role played by the various 

elements.  The aim of proposing SAMCAV Model is to set research agenda for scholars 

working in this virgin area. 

CONCLUSION 
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